
 
 

 

 

Agenda 
Member Representatives Committee 
February 7, 2018 | 1:00 p.m. – 5:00 p.m. Eastern 
(Please note the Schedule may be adjusted real-time should meetings conclude early and/or extend past their scheduled end time.) 

 
Hilton Fort Lauderdale Marina 
1881 SE 17th Street 
Fort Lauderdale, FL 33316 
 
Conference Room: Grand Ballroom (First Floor) 
 
Introduction and Chair’s Remarks 
 
NERC Antitrust Compliance Guidelines and Public Announcement* 
 
Consent Agenda 

1. Minutes - (Approve) 

a. November 8, 2017 Meeting* 

b. January 11, 2018 Conference Call* 

2. Future Meetings* 
 
Regular Agenda 

3. Election of NERC Trustees* - (Elect) 

4. Update on NERC Chief Executive Officer and Chief Security Officer Searches 

5. Board Reporting Structure for Standards Committee 

6. Responses to the Board’s Request for Policy Input* 

a. Improving the Efficiency and Effectiveness of Stakeholder Engagement* 

7. Additional Policy Discussion of Key Items from Board Committee Meetings* 

a. Corporate Governance and Human Resources Committee 

b. Compliance Committee 

c. Finance and Audit Committee 

d. Technology and Security Committee 

8. Reliability Issues Steering Committee Activities 

a. ERO Reliability Risk Priorities Report* 
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b. Resilience Framework* 

9. Plan for Addressing Reliability Standard and Guideline Recommendations from Recent Reliability 
Assessments* 

10. Technical Committee Highlights: Critical Infrastructure Protection Committee* 

11. Update on FERC Reliability Matters* 

12. Accountability Matrix* 

13. Regulatory Update* 

 

 
*Background materials included. 



 

Antitrust Compliance Guidelines 
 
 
 
I. General 
It is NERC’s policy and practice to obey the antitrust laws and to avoid all conduct that unreasonably 
restrains competition. This policy requires the avoidance of any conduct that violates, or that might 
appear to violate, the antitrust laws. Among other things, the antitrust laws forbid any agreement 
between or among competitors regarding prices, availability of service, product design, terms of sale, 
division of markets, allocation of customers or any other activity that unreasonably restrains 
competition. 
 
It is the responsibility of every NERC participant and employee who may in any way affect NERC’s 
compliance with the antitrust laws to carry out this commitment. 
 
Antitrust laws are complex and subject to court interpretation that can vary over time and from one 
court to another. The purpose of these guidelines is to alert NERC participants and employees to 
potential antitrust problems and to set forth policies to be followed with respect to activities that may 
involve antitrust considerations. In some instances, the NERC policy contained in these guidelines is 
stricter than the applicable antitrust laws. Any NERC participant or employee who is uncertain about 
the legal ramifications of a particular course of conduct or who has doubts or concerns about whether 
NERC’s antitrust compliance policy is implicated in any situation should consult NERC’s General Counsel 
immediately. 
 
II. Prohibited Activities 
Participants in NERC activities (including those of its committees and subgroups) should refrain from 
the following when acting in their capacity as participants in NERC activities (e.g., at NERC meetings, 
conference calls and in informal discussions): 

• Discussions involving pricing information, especially margin (profit) and internal cost 
information and participants’ expectations as to their future prices or internal costs. 

• Discussions of a participant’s marketing strategies. 

• Discussions regarding how customers and geographical areas are to be divided among 
competitors. 

• Discussions concerning the exclusion of competitors from markets. 

• Discussions concerning boycotting or group refusals to deal with competitors, vendors or 
suppliers. 
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• Any other matters that do not clearly fall within these guidelines should be reviewed with 
NERC’s General Counsel before being discussed. 

 
III. Activities That Are Permitted 
From time to time decisions or actions of NERC (including those of its committees and subgroups) may 
have a negative impact on particular entities and thus in that sense adversely impact competition. 
Decisions and actions by NERC (including its committees and subgroups) should only be undertaken for 
the purpose of promoting and maintaining the reliability and adequacy of the bulk power system. If 
you do not have a legitimate purpose consistent with this objective for discussing a matter, please 
refrain from discussing the matter during NERC meetings and in other NERC-related communications. 
 
You should also ensure that NERC procedures, including those set forth in NERC’s Certificate of 
Incorporation, Bylaws, and Rules of Procedure are followed in conducting NERC business.  
 
In addition, all discussions in NERC meetings and other NERC-related communications should be within 
the scope of the mandate for or assignment to the particular NERC committee or subgroup, as well as 
within the scope of the published agenda for the meeting. 
 
No decisions should be made nor any actions taken in NERC activities for the purpose of giving an 
industry participant or group of participants a competitive advantage over other participants. In 
particular, decisions with respect to setting, revising, or assessing compliance with NERC reliability 
standards should not be influenced by anti-competitive motivations. 
 
Subject to the foregoing restrictions, participants in NERC activities may discuss: 

• Reliability matters relating to the bulk power system, including operation and planning matters 
such as establishing or revising reliability standards, special operating procedures, operating 
transfer capabilities, and plans for new facilities. 

• Matters relating to the impact of reliability standards for the bulk power system on electricity 
markets, and the impact of electricity market operations on the reliability of the bulk power 
system. 

• Proposed filings or other communications with state or federal regulatory authorities or other 
governmental entities. 

 
Matters relating to the internal governance, management and operation of NERC, such as nominations 
for vacant committee positions, budgeting and assessments, and employment matters; and procedural 
matters such as planning and scheduling meetings. 
 



 
 

 

 

Draft Minutes 
Member Representatives Committee 
November 8, 2017 | 1:00 p.m. – 5:00 p.m. Central 
 
JW Marriott New Orleans 
614 Canal Street 
New Orleans, LA 70130 
 
Chair John Twitty, with Vice Chair Jason Marshall present, called to order the North American Electric 
Reliability Corporation (NERC) Member Representatives Committee (MRC) meeting on November 8, 2017, 
at 1:15 p.m., Central. The meeting announcement, agenda, and list of MRC members in attendance are 
attached as Exhibits A, B and C, respectively. 
 
Introduction and Chair’s Remarks 
Mr. Twitty welcomed MRC members and attendees, and acknowledged the attendance of the Board, 
FERC Commissioner Cheryl LaFleur, David Ortiz and others from the Federal Energy Regulatory 
Commission (FERC), Murray Doehler from CAMPUT, and State Commissioners David Clark and Asim 
Haque. Mr. Twitty also recognized Ken Peterson’s contributions as a NERC trustee. 
 
Mr. Twitty recognized the MRC responses to the October 5, 2017, policy input request from Roy Thilly, 
chairman of the Board. He reminded attendees that full presentations were conducted at the committee 
meetings and will not be repeated during the MRC meeting. 
 
NERC Antitrust Compliance Guidelines and Public Announcement 
Kristin Iwanechko, committee secretary, called attention to NERC’s antitrust compliance guidelines and 
the public meeting notice. Any questions should be addressed to NERC’s general counsel, Charles 
Berardesco. 
 
Ms. Iwanechko declared a quorum present with the following recognized proxies: 

• Jackie Roberts for Herb Schrayshuen – Small End-Use Electricity Customer 

• Gordon van Welie for Peter Gregg – ISO/RTO 
 
Minutes 
The MRC approved, on a motion by Sylvain Clermont and seconded by Greg Ford, the draft minutes of its 
August 9, 2017, meeting in Ottawa. 
 
Election of MRC Officers for 2018 
Mr. Twitty announced the nominations of Jason Marshall for chair and Greg Ford for vice chair of the MRC 
for 2018. The MRC unanimously approved, on a motion by Bill Gallagher and seconded by Sylvain 
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Clermont, Mr. Marshall as chair and Mr. Ford as vice chair. Mr. Marshall and Mr. Ford will assume their 
new positions at the start of the February 2018 MRC meeting in Fort Lauderdale, FL. 
 
MRC Sector Nominations and Elections Schedule 
Mr. Twitty reminded attendees that the nomination period for the annual election of member 
representatives closes on Monday, November 13, 2017. The election will run from December 7, 2017, 
through December 18, 2017. 
 
Board of Trustees Nominating Committee (BOTNC) Update 
Fred Gorbet, chair of the BOTNC, reminded attendees that the BOTNC agreed to recommend to re-elect 
Mr. Hawkins and Ms. Schori to the Board and is looking to fill two vacancies. He reported that the 
interview team has interviewed eight candidates. The BOTNC will meet in a few weeks via conference call 
to select the two recommended candidates. The full report of the BOTNC will be sent to the MRC in 
December, with the election held at the February MRC meeting. 
 
Responses to the Board’s Request for Policy Input 
Mr. Twitty acknowledged the MRC’s responses to Roy Thilly’s October 5, 2017, letter requesting policy 
input on the ERO Enterprise CMEP program alignment process and Department of Energy grid study. The 
following comments on the policy input topics are not all inclusive, but provide the general tenor and 
scope of the discussion: 
 
ERO Enterprise CMEP Program Alignment Process 
This topic was presented and discussed during the Board Compliance Committee meeting in the morning. 
Attendees did not have additional comments on this topic during the MRC meeting. 
 
Department of Energy Grid Study 
Travis Fisher, senior advisor from the Office of Electricity Delivery and Energy Reliability at the 
Department of Energy (DOE), provided an overview and key findings of the DOE study, “Staff Report to the 
Secretary on Electricity Markets and Reliability”(Grid Study), highlighting the following: 

• In April 2017, DOE Secretary Rick Perry requested a grid study to examine the evolution of 
wholesale electricity markets, compensation for resilience in wholesale energy and capacity 
markets, and premature baseload power plant retirements. 

• Key findings related to power plant retirements showed that a combination of market and policy 
forces, including low natural gas prices, low electricity growth, environmental regulations, and 
increased variable renewable energy penetration, have accelerated the closure of a significant 
number of traditional baseload power plants. 

• Key findings related to resilience and reliability noted that (1) bulk power reliability is adequate 
today, but long-term concerns about baseload retirements require further study; (2) markets 
recognize and compensate reliability, but more work is needed to understand resilience across a 
variety of scenarios; and (3) growing natural gas interdependence still needs to be addressed.  
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Fritz Hirst, director of legislative and regulatory affairs at NERC, summarized stakeholder responses to the 
policy input letter questions concerning recommendations by the DOE that “resilience” be formally 
incorporated into NERC’s mission statement, and that NERC work with DOE on engagement with Canada 
and Mexico. Mr. Hirst then provided an overview of FERC’s notice of proposed rulemaking (NOPR) to 
establish just and reasonable rates for wholesale electricity sales, in which FERC would consider rules on 
independent system operators (ISOs) and regional transmission organizations (RTOs) to ensure that 
certain reliability and resilience attributes are fully valued. Mr. Hirst reviewed NERC’s comments on the 
NOPR, explaining they articulate the reliability issues on baseload retirements and highlight the need for 
the system to have the right combination and amount of resources. Mr. Hirst then noted the target date 
for FERC action on the NOPR is December 11, 2017. 
 
Mr. Thilly, chair of the Board of Trustees, highlighted the policy input received related to the need to 
develop a common definition of resilience and suggested that this could be assigned to the Reliability 
Issues Steering Committee (RISC). 

• An MRC member noted that many aspects of resiliency include adequacy.  

• An MRC member suggested it would be beneficial to look at resiliency and reliability from the 
perspective of a Venn diagram and consider what a reliable system looks like that isn’t resilient.  

• An MRC member discussed the need to first “unpack” resilience before defining a global, all-
encompassing term. Additional members supported the concept of first looking at the elements of 
resiliency in the context of bulk power system reliability before going too far in developing a 
definition.  

• An MRC member suggested, in addition to being tasked with defining resilience, the RISC should 
be asked to define the context and consider NERC’s role. 

• An observer commented that the National Infrastructure Advisory Council has already done work 
related to defining resiliency that could be leveraged.  

• Pete Brandien, chair of RISC, noted that RISC would accept the assignment.  
 
Update on RISC’s ERO Reliability Risk Priorities Report 
Peter Brandien, RISC chair, provided a status of the latest ERO Reliability Risk Priorities Report. He 
reviewed the key inputs to the report, including the Reliability Leadership Summit, FERC technical 
conference, pulse point interviews, NERC technical studies, and the DOE grid study. Consistent with the 
previous report, the RISC identified nine risk profiles for continued level of attention. Eight of the profiles 
were consistent with the previous report and one profile was shifted from focusing on asset management 
and maintenance to increasing complexity in protection and control systems. Mr. Brandien discussed the 
levels of risk, noting that while the draft report categorizes levels of risk as high, moderate, and lower, the 
RISC is looking for feedback on whether they should categorize the risk profiles in a different way. He also 
reviewed the inherent risk mapping, noting that RISC spent time discussing each profile and comparing 
them to each other. Profiles 1, 7, and 9 moved from where they were in the previous report. Profile 4 also 
moved, but that was as a result of the change in focus of the profile. Mr. Brandien noted that the first 
draft of the report is posted for stakeholder comment through November 17, 2017.  RISC will meet via 



 

Minutes – Member Representatives Committee – November 8, 2017 4 

conference call after the comment period to review comments received and discuss reducing the number 
of recommendations and modifying the high, medium, and lower categorizations for levels of risk.  RISC 
will submit the final report to the Board in February for acceptance. Going forward, RISC will submit the 
reports to the Board in August on a two-year cycle to better align with the strategic planning process. 

• An MRC member asked whether RISC considered locational attributes for resources. Mr. Brandien 
noted that it is addressed generically, recognizing that different areas would be impacted 
differently. 

• Mr. Thilly noted that there may be value in putting the profiles in different buckets as described, 
but labeling them as High, Moderate, and Lower is confusing because it implies that emerging risks 
are a much greater threat than a known risk that may be quite severe. Gerry Cauley, president and 
chief executive officer at NERC, agreed and suggested categorizing the profiles based on the 
quadrants of the inherent risk map. 

• An MRC member suggested that the risk profiles may be a good starting point for a working 
definition of resilience. 

 
ERO Enterprise Long-Term Strategy, Operating Plan, and 2018 Metrics 
Michael Walker, senior vice president and chief enterprise risk and strategic development officer at NERC, 
provided an overview of the ERO Enterprise Long-Term Strategy, Operating Plan, and 2018 Metrics that 
will be submitted to the Board for approval on November 9, 2017. The long-term strategy and operating 
plan approvals are subject to finalization of the recommendations in the RISC report, which will be 
submitted to the Board for acceptance in February 2018. Mr. Walker noted that the development process 
for all three documents included stakeholder comment periods and presentations to the MRC, and MRC 
business plan and budget input group. He explained that the long-term strategy focuses on building and 
preserving current achievements and adapting to change and the operating plan is a living document that 
is a three-year snapshot of priorities to inform business planning and budgeting activities. Moving 
forward, the operating plan will be reviewed and updated every other year and the long-term strategy 
will be reviewed as necessary. Mr. Walker noted that the metrics are the same as 2017 with some 
enhancements and emphasized that in addition to the ERO Enterprise metrics, NERC and the Regional 
Entities have individual and departmental goals used for their compensation programs. Mr. Walker 
concluded by summarizing that operating focus areas moving forward include regulatory role, the 
changing grid, security, reliability and resilience, and enterprise-wide resource planning and talent 
management. Over the next few months, there will be efforts to look at and improve the efficiency of 
stakeholder engagement. 

• An MRC member commented that, per previous discussion on the RISC report, she would expect 
to see the number of activities in the operating plan go down if the recommendations in the RISC 
report are reduced.  

• An MRC member thanked staff for the open process in crafting the documents.  
 
Additional Policy Discussion of Key Items from Board Committee Meetings 
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Attendees did not have any additional comments in response to the discussions from the Corporate 
Governance and Human Resources Committee, Finance and Audit Committee, Compliance Committee, 
and Standards Oversight and Technology Committee meetings.  
 
2017 Long-Term Reliability Assessment 
John Moura, director of reliability assessment and system analysis at NERC, provided a preliminary 
overview of the Long-Term Reliability Assessment (LTRA) that is developed annually by NERC and will be 
submitted to the Board for acceptance in December. Mr. Moura noted that the LTRA has a new format for 
2017 in which it is more succinct, includes additional clarification on data terms and concepts, and was 
developed with front-end stakeholder input. Mr. Moura then discussed the LTRA’s preliminary key 
findings as follows: (1) a canceled nuclear plant expansion in SERC-E has resulted in a projected margin 
short-fall and other areas project sufficient margins during the next five years; (2) amidst slower demand 
growth, conventional baseload units continue to retire with rapid additions of natural gas, wind, and 
solar; (3) new applications of assessment metrics will better capture the changing composition of the 
North American resource mix and identify needs essential to reliability services; and (4) over 7,400 miles 
of added transmission is planned in order to maintain reliability and meet policy objectives with the onset 
of 14.8 GW of wind and 12.6 GW of utility scale solar Tier 1 resources. Mr. Moura reviewed the remaining 
timeline for the LTRA, noting that an embargoed report will be provided to the Board and MRC on 
November 13, 2017, with comments due on November 24, 2017. The LTRA will be submitted for Board 
approval during its conference call on December 4, 2017, with a target release to the public on December 
14, 2017.  

• A Board member inquired about the challenges presented with building new natural gas pipelines. 
Mr. Moura responded that the contract requirements remain, and an MRC member commented 
that there is a regulatory gap in how the wholesale markets are constructed. Another MRC 
member commented that there are pipeline capacity constraints depending on the region.  
 

2017-2018 Winter Reliability Assessment 
Thomas Coleman, director of reliability assessment at NERC, provided an overview of the 2017-2018 
Winter Reliability Assessment, noting that all 20 areas meet reserve margins for the upcoming winter and 
are sufficient for each assessment area. He also reviewed the key findings as noted in the presentation. 
Mr. Coleman noted that NERC anticipates sending the assessment to the Board and MRC for information 
on November 13, 2017, with a target release date of November 15, 2017. 
 
Using Advanced Analytics to Improve Industry Models and Conduct Forward-Looking 
Assessments of Emerging Risks to the BPS  
This topic was not presented due to time constraints and was postponed to a future meeting. 
 
Hurricanes Harvey and Irma and Grid Resiliency 
Kenny Mercado, senior vice president of electric operations at CenterPoint Energy, gave a presentation on 
CenterPoint Energy’s response to Hurricane Harvey, explaining the overall impact to electric operations 
and benefits of grid modernization. Mike Spoor, vice president of transmission and substation operations 
at Florida Power & Light (FPL), followed with a presentation on FPL’s preparation for and response to 
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Hurricane Irma, discussing the beneficial impacts of its investments in a more resilient energy grid and an 
overview of FPL’s hurricane restoration efforts.  
 
Update on FERC Reliability Matters 
David Ortiz, deputy director of the Office of Electric Reliability at FERC, provided an overview of the 
following FERC reliability activities, as outlined in the posted slide presentation. 

• Primary Frequency Response 

• Balancing Authority Control and Facility Interconnection Requirements 

• Revised Reliability Standard on Remedial Action Schemes 

• Emergency Preparedness and Event Reporting 

• Cyber Systems in Control Centers 

• Lessons Learned from Commission-Led CIP Version 5 Reliability Audits 

• Security Management Controls 

• GMD Research Work Plan 

• Grid Reliability and Resilience Pricing 
 
Accountability Matrix 
Ms. Iwanechko invited questions or comments regarding the accountability matrix included in the MRC 
agenda package, which is updated quarterly and captures key action items from the quarterly MRC and 
Board meetings and the policy input letter responses. 
 
Regulatory Update 
Mr. Berardesco invited questions or comments regarding the regulatory report, which highlights Canadian 
and Mexican affairs, as well as past and future significant FERC filings. 
 
Future Meetings 
The following are future dates for the MRC Pre-Meeting and Informational Sessions: 

• January 11, 2018 

• April 10, 2018 

• July 18, 2018 

• October 10, 2018 
 
The following are future NERC Board and MRC meetings dates and locations: 

• February 7-8, 2018 – Ft. Lauderdale, FL 

• May 9-10, 2018 – Washington, D.C. 

• August 15-16, 2018 – Calgary, Canada 
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• November 6-7, 2018 – Atlanta, GA 
 
Mr. Twitty then invited MRC members to provide their thoughts on the purpose of the informational 
sessions and input on how the MRC should most effectively conduct its business both in advance of MRC 
meetings and during meetings. Mr. Cauley noted that there is a pre-planning meeting in advance of each 
quarterly meeting for the MRC chair and vice chair, Board chair and vice chair, and NERC leadership to 
discuss agenda topics and balance the agendas. Discussion noted the continued value of the informational 
sessions in (1) keeping stakeholders updated on key issues from NERC staff and (2) allowing for more 
substantive, forward-looking discussion at the MRC meetings. Additionally, an MRC member noted that 
having policy input due before quarterly agenda packages are posted can create challenges in crafting 
policy input responses for additional topics that are included on the agendas. 
 
Adjournment 
There being no further business, the meeting terminated at 5:20 p.m., Central. 
 
Submitted by, 

 
 

Kristin Iwanechko 
Secretary 



 
 

 

 

Draft Minutes 
Member Representatives Committee  
Pre-Meeting Informational Session 
Conference Call and Webinar 
January 11, 2018 | 12:00 p.m. – 1:00 p.m. Eastern 
 
Introduction and Chair’s Remarks 
Chair John Twitty, with Vice Chair Jason Marshall present, convened a duly-noticed open meeting by 
conference call and webinar of the North American Electric Reliability Corporation (NERC) Member 
Representatives Committee (MRC) on January 11, 2018, at 12:00 p.m., Eastern. The meeting provided the 
MRC and other stakeholders an opportunity to preview proposed agenda topics for the MRC, Board of 
Trustees (Board), and Board Committee meetings scheduled to be held February 7-8, 2018, in Fort 
Lauderdale, Florida. The meeting announcement and agenda are attached as Exhibits A and B, 
respectively. 
 
NERC Antitrust Compliance Guidelines and Public Announcement 
Erika Chanzes, NERC staff, directed the participants’ attention to the NERC Antitrust Compliance 
Guidelines and the public meeting notice included in the agenda. 
 
Schedule of Quarterly NERC Meetings and Conference Calls 
The draft schedule of events for the upcoming meetings in Fort Lauderdale was included in the agenda 
package. 
 
Review of Proposed Board and Board Committees Meeting Agenda Items 
Sonia Mendonca reviewed the preliminary agenda items for the Board and Board Committee meetings 
scheduled for February 7-8, 2018, in Fort Lauderdale, as well as, those scheduled for conference calls prior 
to the February meetings that were identified in the slide presentation included in the informational 
session agenda package. MRC members should review all agenda materials for the Board and Board 
Committee meetings, once posted and available on January 25, 2018, and attend as many of these 
meetings as possible, in advance of the MRC’s meeting on February 7, 2018. 
 
Review of Proposed MRC Agenda Items for February 7, 2018 
Mr. Twitty reviewed the preliminary MRC agenda items for the upcoming February 7, 2018, meeting in 
Fort Lauderdale that were identified in the slide presentation included in the informational session 
agenda package. Topics include: 

• Election of NERC trustees; 

• Update on NERC chief executive officer (CEO) and chief security officer (CSO) searches; 

• Board reporting structure for the Standards Committee; 
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• Discussion of the responses submitted to the policy input request from the Board; 

• Additional discussion of the issues presented at the Board Committee meetings; 

• Reliability Issues Steering Committee activities: 

 ERO Reliability Risk Priorities Report; 

 Resilience Framework; 

• Plan for addressing Reliability Standard recommendations from recent reliability assessments; 

• Technical Committee highlights: Critical Infrastructure Protection Committee; 

• Update on FERC reliability matters; 

• Accountability Matrix; and 

• Regulatory update. 
 

Policy Input Reminder 
Mr. Twitty announced that the Board’s request for policy input was released on January 4, 2018, and 
responses are due by Wednesday, January 24, 2018, to Kristin Iwanechko, committee secretary. NERC 
staff provided updates on the following topic included in the policy input letter: 

• Improving the Efficiency and Effectiveness of Stakeholder Engagement 
 

Informational Items 
NERC staff provided updates regarding the NERC CEO and CSO searches, Geomagnetic Disturbance 
Mitigation work plan, and schedule for reliability assessments planned for 2018. 
 
Proxy Reminder 
Proxy notifications for the February 7, 2018, meeting must be submitted in writing to Ms. Iwanechko. 
 
Meeting Adjourned 
There being no further business, the call was terminated at 12:49 a.m., Eastern. 
 
Submitted by, 

  

Kristin Iwanechko  
Secretary 
 



Agenda Item 2 
MRC Meeting 
February 7, 2018 

 
Future Meetings 

 
 
Action 
Information 
 
Summary 
The following are the future meeting dates for 2018. The dates for the 2018 pre-meeting and 
informational webinars are also included below. 
 
2018 Dates 

April 10   Pre-Meeting and Informational Session 

May 9-10   Washington, D.C. 

July 18    Pre-Meeting and Informational Session 

August 15-16   Calgary, Canada 

October 10   Pre-Meeting and Informational Session 

November 6-71  Atlanta, GA 
 

                                                      
1 Please note that this follows an alternate date pattern, with open meetings on Tuesday and Wednesday. 



Agenda Item 3 
MRC Meeting 
February 7, 2018 

 
Election of NERC Trustees 

 
 
Action 
Elect one NERC Board of Trustee (Board) as Class of 2020 (with a two-year term) and three as 
Class of 2021 (with three-year terms). 
 
Background 
Election of the trustees of the Corporation is governed by Sections 5 and 6 of Article III of the 
Bylaws. The details are provided in the attached report. Fred Gorbet, chair of the Board’s 
Nominating Committee, will present the enclosed report. 
 
Attachment 

1. Report of the Nominating Committee to the Member Representatives Committee 
 

http://www.nerc.com/gov/Annual%20Reports/NERC_Bylaws-Effective-10142009.pdf


 

 

Report of the Board of Trustees  
Nominating Committee to the  
Member Representatives Committee 
December 14, 2017 
 
The Nominating Committee of the Board of Trustees for the North American Electric Reliability 
Corporation (NERC) recommends the following nominees for election to the NERC Board of Trustees at 
the Annual Meeting of the Member Representatives Committee (MRC) on February 7, 2018: 
 
Class of 2020 (two-year term): Suzanne Keenan 
 
Class of 2021 (three-year terms):  George S. Hawkins 

Robin E. Manning 
Jan Schori 
 

This report includes a brief biography of each nominee. 
 
Members of the Nominating Committee 
The Nominating Committee consists of independent NERC Trustees Frederick W. Gorbet (Committee 
Chair), Janice B. Case, Robert G. Clarke, Kenneth W. DeFontes, David Goulding, and Roy Thilly, as well as 
MRC members John Twitty (MRC Chair), Jason Marshall (MRC Vice Chair), Sylvain Clermont, Gregory S. 
Ford, William J. Gallagher, and Lou Oberski. 
 
Background 
Article III of NERC’s Bylaws establishes the qualifications and sets the nomination and election procedures 
for members of NERC’s Board of Trustees. NERC’s independent trustees serve staggered three-year terms, 
and an election of trustees occurs at the Annual Meeting of the MRC each year. All independent trustees 
are to be elected from nominees proposed by the Nominating Committee. A nominee shall be elected an 
independent trustee if such person receives the affirmative vote of two-thirds of the members of the 
MRC. Each nominee receiving the necessary two-thirds vote of the MRC shall take office immediately 
upon election. 
 
The incumbent trustees whose terms expire at the February 2018 Annual Meeting are George S. Hawkins 
and Jan Schori.  There are currently two vacancies on the Board of Trustees, one representing a full three-
year term ending in February 2021, and one representing an unexpired two-year term ending in February 
2020.  NERC’s trustee succession policy, more fully discussed below, provides that no independent trustee 
may be re-nominated or re-elected if he or she has served 12 consecutive years as an independent 
trustee.  No current trustee was rendered ineligible to seek re-election as a result of the application of the 
policy.      
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Committee Process 
The Nominating Committee is required to present four nominees for election at the February 2018 MRC 
meeting. The Committee was pleased to learn that each of Mr. Hawkins and Ms. Schori was willing and 
interested to serve an additional term. Committee members solicited the views of stakeholders on each 
of Mr. Hawkins and Ms. Schori and reviewed their performance. Based on stakeholder input and the 
Committee’s own views, the Committee determined that each of Mr. Hawkins and Ms. Schori was well-
qualified to continue to serve and should be re-nominated.    
 
The Committee retained the services of the Board and executive search firm Russell Reynolds Associates 
(RRA) to assist in the search and evaluation of candidates to fill the open trustee positions. As directed by 
the Bylaws, the Nominating Committee provided an opportunity for stakeholders to suggest trustee 
candidates. The Committee received many excellent suggestions and, working with RRA, was pleased to 
have an excellent list of candidates from which to choose. With the assistance of RRA, the Committee 
reviewed the background of each candidate, screened the candidates for possible conflicts of interest, 
and interviewed a total of eight candidates. In developing its approach to fill the open trustee positions, 
the Committee noted the attributes each of the current members of the Board of Trustees bring to the 
Board.   
 
As set forth in this report, the Nominating Committee unanimously recommends the one nominee for 
election to the NERC Board of Trustees for a two-year term ending at the February 2020 annual meeting 
of the MRC, and the three nominees for election to the NERC Board of Trustees for three-year terms 
ending at the February 2021 annual meeting of the MRC. With respect to Suzanne Keenan, a nominee to 
fill an open trustee position for a two-year term, the Committee particularly notes her deep information 
technology background across several industries and her prior experience as an executive with an electric 
utility.  With respect to Robin E. Manning, a nominee to fill an open trustee position for a three-year term, 
the Committee particularly notes his deep background in the electric industry, including service as an 
executive with two electric utilities and executive experience with the Electric Power Research Institute.   
 
Trustee Succession 
The Board of Trustees has adopted a policy statement on trustee succession as set forth in the NERC 
Governance Guidelines, and the Nominating Committee has followed that policy in making the 
nominations. The policy statement directs the Nominating Committee to observe the following guidelines 
in proposing nominees to serve as independent trustees: 

• Each year the Nominating Committee should include in its report to the Member Representatives 
Committee a calculation of the average tenure of the independent trustees.  The Nominating 
Committee should endeavor to keep the average tenure of independent trustees below six years. 1 

• To the extent feasible, the Nominating Committee should determine prior to soliciting suggestions 
for candidates whether the Committee expects that one or more incumbent trustees will not be 
re-nominated. 

• No independent trustee may be re-nominated or reappointed after he or she has served on the 
Board for twelve consecutive years, unless at least one year has elapsed between the end of 
service on the Board and the subsequent re-nomination or reappointment. 

                                                 
1 The calculations also include service on the board of the North American Electric Reliability Council. 
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As of February 2018, the incumbent nominees will have the following years of service on the NERC Board: 
 

George S. Hawkins  3 years 
Jan Schori    9 years 

 
Assuming the election of the nominees, as of February 2018 the average tenure of all independent 
trustees would be 5.6 years. 
 
Biographies of the Nominees 
 
George S. Hawkins 
George S. Hawkins was elected to the NERC Board of Trustees in February 2015. He serves on the 
Standards Oversight and Technology and Corporate Governance and Human Resources Committees. Mr. 
Hawkins is also an Electricity Sub-Sector Coordinating Council (ESCC) observer. 
  
Mr. Hawkins is the chief executive officer of the District of Columbia Water and Sewer Authority (DC 
Water).  In his role, Mr. Hawkins launched an ambitious agenda to transform DC Water into a customer-
oriented enterprise driving innovation and delivering improved value to its ratepayers. The core goal is to 
improve aging infrastructure while complying with stringent regulatory requirements. DC Water is 
implementing the $2.6 billion Clean Rivers Project to nearly eliminate overflows of sewage and storm 
water to the Anacostia and Potomac rivers and Rock Creek. DC Water is also nearing completion of a $470 
million waste-to-energy program to help manage solids being removed from reclaimed water while 
generating 13 megawatts of green power. Finally, Mr. Hawkins tripled the rate of DC Water's program to 
replace water and sewer infrastructure.    He has announced that he will be stepping down from his 
position with DC Water effective December 31, 2017.   
  
Prior to joining DC Water, Mr. Hawkins served as director of the District Department of the Environment 
(DDOE). Previously, he was the executive director of several non-profit organizations in New Jersey, 
including New Jersey Future, the Stony Brook Watershed Association, and the New Jersey Council of 
Watershed Associations. Mr. Hawkins held senior positions with the United States EPA and served then-
Vice President Al Gore on the National Performance Review, playing an integral role in strengthening 
environmental protection programs at EPA and OSHA. 
  
Mr. Hawkins began his career by practicing law for the Boston firm Ropes & Gray. He is a member of the 
Bar in Massachusetts and the District of Columbia. He graduated summa cum laude from Princeton 
University and cum laude from Harvard Law School. Since 1999, Mr. Hawkins has taught Environmental 
Law and Policy for the Princeton Environment Institute at Princeton University. 
 
Suzanne Keenan 
Suzanne Keenan served, from 2008 to 2017, as Chief Information Officer and Senior Vice President, 
Process Improvement, for Wawa Inc., a leading East Coast retail chain with over 750 stores and one of the 
largest privately held companies in the United States.  In her role, she led the development and 
implementation of technology, process and support strategies, as well as the creation and evolution of 
the company’s cybersecurity program.      
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Prior to joining Wawa, Ms. Keenan served in executive positions with Comcast Cable Communications, 
including responsibility for Cable Human Resources and Customer Operations.   Previously, she served in a 
series of positions with PECO Energy, including Vice President, Customer and Marketing Services and roles 
focused on field services, reengineering and performance, regulatory performance and emergency 
preparedness. 
  
Ms. Keenan’s community board roles have included board positions with the USO of Pennsylvania and 
Southern New Jersey, Greater Philadelphia’s Big Brother Big Sister organization and Delaware Community 
College.   She is also a member of SAPs Independent Executive Advisory Council.   
  
Ms. Keenan received a BS in Nuclear Engineering from Pennsylvania State University and an MA from the 
University of Pittsburgh in Health Physics.  Honors include being named Penn State’s Nuclear Engineering 
Outstanding Alumni Lecturer for 1999 and Penn State’s Outstanding Engineering Alumna in 2000. 
  
Robin E. Manning  
Rob Manning is vice president of Transmission and Distribution Infrastructure for the Power Delivery and 
Utilization research sector at the Electric Power Research Institute (EPRI). He has overall management and 
technical responsibility for the annual research activities conducted by EPRI’s transmission and 
distribution programs in collaboration with its global membership.  Mr. Manning will cease providing 
services to EPRI after his election to the Board.  
 
Prior to joining EPRI, Mr. Manning served as an executive vice president with the Tennessee Valley 
Authority (TVA) from 2008 to 2014, where he was responsible at different times during his tenure for 
external relations, shared services, and power systems operations, and served as Chief Energy Delivery 
Officer.  Previously, he had been a vice president at Duke Energy, with responsibility for power delivery 
and gas transmission.   
 
Mr. Manning served on the University of Houston Engineering Leadership Board, and serves as immediate 
past president of the North Carolina State Engineering Foundation Board.   He is also the President of One 
Heart Global Ministries, a non-profit ministry organization. 
 
Mr. Manning received a Bachelor of Science in electrical engineering from North Carolina State University 
where he was recently named to the NC State Electrical and Computer Engineering Hall of Fame.  He also 
holds a Master of Business Administration from Queens College in Charlotte, North Carolina. 
 
Jan Schori 
Jan Schori was elected to the NERC Board of Trustees in February 2009.  Ms. Schori is the chair of the 
Finance and Audit Committee and serves on the Compliance and Enterprise-wide Risk Committees, and 
previously served as chair of the Corporate Governance and Human Resources Committee and 
Nominating Committee.  
 
Ms. Schori is the former general manager and chief executive officer of the Sacramento Municipal Utility 
District (SMUD), the nation’s sixth largest publicly owned electric utility. During her 14 ½-year tenure as 
CEO, the utility earned a strong reputation for its renewable energy and energy efficiency programs, as 
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well as being rated number one nationally in commercial customer satisfaction by JD Power & Associates 
her last two years there. 
  
Ms. Schori is past chair of the American Public Power Association, the Large Public Power Council, and the 
California Municipal Utilities Association. She is also a past chair of the Business Council for Sustainable 
Energy and served on the Board of the Alliance to Save Energy as well as the board of CalCEF (California 
Clean Energy Fund), a not-for-profit clean energy technologies investment fund, and the CalCEF 
Innovations Board. 
  
She presently serves on the Climate Action Reserve's Board of Directors and executive committee (as 
audit committee chair), a nonprofit entity which develops greenhouse gas (GHG) emission protocols as 
well as tracks and registers GHG offset/reduction projects. She is also a member of the UC Davis School of 
Law's Environmental Policy Center Advisory Council. 
  
She was recognized by the Sacramento Metropolitan Chamber of Commerce with its 2008 
Businesswoman of the Year award and by the Climate Action Reserve with its 2012 Climate Action 
Champion award. She obtained her bachelor’s degree from the University of California, Berkeley and 
her juris doctorate from the University of California, Davis. Prior to serving as general manager and CEO at 
SMUD, she spent 15 years on the legal staff there, including five as general counsel. She is a member of 
the California Bar Association. 
 

 



Agenda Item 6 
MRC Meeting 
February 7, 2018 

 
Responses to the Board’s Request for Policy Input 

 
 
Action 
Discussion 
 
Background 
The policy input letter is issued by the Chair of the NERC Board of Trustees (Board) four to five 
weeks in advance of the quarterly meetings and includes relevant materials necessary to inform 
and prepare for discussion. Written input from the Member Representatives Committee (MRC) 
and stakeholders is due three weeks after issuance and is then revisited during a dedicated 
discussion time on the MRC’s agenda, in the presence of the Board. 
 
Summary 
On February 7, 2018, attendees can expect a presentation on improving the efficiency and 
effectiveness of stakeholder engagement at the MRC meeting, which was included in the policy 
input letter. The MRC can also expect to participate in further discussion on the responses 
received from the policy input request that was distributed on January 4, 2018, and the 
presentations given on the policy input items.  
 
Attachment  

1. January 4, 2018, Board Letter Requesting Policy Input 
 



 

3353 Peachtree Road NE 
Suite 600, North Tower 

Atlanta, GA 30326 
404-446-2560 | www.nerc.com 

 

 
January 4, 2018 
 
Mr. John Twitty, Chair 
NERC Member Representatives Committee 
 
Dear John: 
 
There are several important issues on the Member Representatives Committee’s (MRC) February agenda, 
including the RISC’s ERO Reliability Risk Priorities Report and its work on a resilience framework, as well as 
a discussion on how to proceed with the Reliability Standards review recommendations made in NERC’s 
recent reliability assessments. I urge MRC members to be prepared for a valuable, substantive discussion 
of these matters at the MRC’s February 7 meeting, but believe that the MRC’s input will be best provided 
at that meeting after review of the agenda materials and in conjunction with the planned presentations, 
rather than in advance. 
 
I would like to invite the MRC to provide advance policy input on one other issue of particular interest to 
the NERC Board of Trustees (Board) as it considers how to best address the goals in the ERO Enterprise 
Long-Term Strategy and ERO Enterprise Strategic Plan to achieve greater efficiencies and effectiveness in 
our work. In this regard, we are focused on total ERO Enterprise costs, including the significant costs 
incurred directly by stakeholders. NERC staff and the Regional Entities are in discussions on this goal in 
terms of their activities. Stakeholder engagement is essential in reviewing the many forms of crucial 
stakeholder involvement in the ERO Enterprise’s work. While no near term actions on these issues are 
contemplated by the Board, as discussed below, we would like to begin a discussion with the MRC on how 
greater efficiencies can be achieved in stakeholder engagement, while simultaneously preserving and 
enhancing the value of that participation.  
 
As a reminder, please include a summary of your comments in your response (i.e., a bulleted list of key 
points) for NERC to compile into a single summary document to be provided to the Board for reference. 
 
Improving the Efficiency and Effectiveness of Stakeholder Engagement 
The ERO Enterprise Long-Term Strategy and ERO Enterprise Strategic Plan, approved by the Board on 
November 9, 2017, recognize the importance of effective engagement of industry technical expertise and 
executive leadership to the success of the ERO Enterprise’s mission and strategic priorities. Stakeholders 
and the ERO Enterprise devote substantial resources and funding to supporting the MRC, Standards 
Committee, Planning Committee, Operating Committee, Critical Infrastructure Protection Committee, 
Compliance and Certification Committee, Personnel Certification Governance Committee, Reliability 
Issues Steering Committee, and the many working groups and tasks forces which have been created by 
these committees. These resource demands are occurring as both industry and the ERO Enterprise are 

http://www.nerc.com/AboutNERC/StrategicDocuments/ERO_Enterprise_Long-Term_Strategy_Approved_by_the_NERC_Board_on_Novmeber_9_2017.pdf
http://www.nerc.com/AboutNERC/StrategicDocuments/ERO_Enterprise_Long-Term_Strategy_Approved_by_the_NERC_Board_on_Novmeber_9_2017.pdf
http://www.nerc.com/AboutNERC/StrategicDocuments/ERO_Enterprise_Strategic_Plan_and_Metrics_2017-2020_Clean.pdf


 

 

under increased budget pressure and demands to prioritize activities, improve efficiency, and reduce 
costs. The ERO Enterprise is committed to working with the MRC and the leadership of the standing 
committees in both evaluating and taking appropriate steps to further improve the efficiency and 
effectiveness of industry and ERO Enterprise engagement. New models and mechanisms of engagement 
should be explored in determining how best to bring executive leadership into the strategic direction of 
the ERO Enterprise, while engaging more agile technical groups with the best relevant expertise available 
from industry and elsewhere. The Board requests MRC input on next steps for addressing these issues in 
recognition that improvements in the efficiency and effectiveness of stakeholder engagement must be 
stakeholder driven. The MRC is in a unique position to lead this undertaking. Attached is a list of NERC’s 
current stakeholder engagement committees, subcommittees, working groups, and task forces. In 
terms of cost and resource burden, we need to remember that industry is also engaged with the 
Regional Entities in many, often similar ways, and involved with other related activities and groups 
which are not identified in the attachment. 
 
I look forward to your input and discussions during the February 2018 meetings. The full agenda packages 
for the Board, Board Committees, and MRC meetings will be available on January 25, 2018.  
 
Written comments should be sent to Kristin Iwanechko, MRC Secretary (Kristin.Iwanechko@nerc.net) by 
January 24, 2018, for the Board to review in advance of the February 2018 meetings. 
 
 
Sincerely, 
 

 
Roy Thilly, Chair 
NERC Board of Trustees 
 
cc: NERC Board of Trustees 
 Member Representatives Committee 

mailto:Kristin.Iwanechko@nerc.net


NERC Stakeholder Engagement Committees, Subcommittees, Working Groups, and Task Forces* 
January 2018 
 

* Does not include Regional Entity stakeholder committees. 

Member Representatives Committee 
MRC Business Plan and Budget Input Group 
Board of Trustees Nominating Committee 
 
Compliance & Certification Committee 
ERO Monitoring Subcommittee 
Organization Registration and Certification Subcommittee 
Compliance Processes and Procedures Subcommittee 
  
Critical Infrastructure Protection Committee 
Critical Infrastructure Protection Committee Executive Committee 
Cyber Security Subcommittee 

Control Systems Security Working Group 
Security Training Working Group 

Operating Security Subcommittee 
Grid Exercise Working Group 
Supply Chain Working Group 

Physical Security Subcommittee 
Physical Security Guidelines Task Force 
Physical Security Working Group 

Policy Subcommittee 
Security Metrics Working Group 
Compliance and Enforcement Input Working Group 
 

Reliability Issues Steering Committee 
  
Standards Committee 
Functional Model Advisory Group (FMAG) 
Standards Committee Process Subcommittee 
Project Management and Oversight Subcommittee 
 
Personnel Certification Governance Committee 
Exam Working Group (EWG) 

 
 

 
 

Operating Committee 
Event Analysis Subcommittee 

EMS Working Group 
Operating Reliability Subcommittee 
Personnel Subcommittee 
Resources Subcommittee 
 
Planning Committee 
Reliability Assessment Subcommittee 

Probabilistic Assessment Working Group 
System Analysis and Modeling Subcommittee 

Load Modeling Task Force 
Plant-Level Controls and Protection Modeling Task Force 
Power Plant Modeling and Verification Task Force 

System Protection and Control Subcommittee 
Synchronized Measurement Subcommittee 
 
Joint Operating Committee and Planning Committee 
Essential Reliability Services Working Group 
Geomagnetic Disturbance Task Force 
Inverter-Based Resource Performance Task Force 
Methods for Establishing IROLs Joint Task Force 
Performance Analysis Subcommittee 

Demand Response Availability Data System Working Group 
Generating Availability Data System Working Group 
Transmission Availability Data System Working Group 

 
Other 
Electricity Sub-sector Coordinating Council (ESCC) 
Standing Committee Coordination Group 
 



Agenda Item 6a 
MRC Meeting 
February 7, 2018 

 
Improving the Efficiency and Effectiveness of Stakeholder Engagement 

 
 
Action 
Information 
 
Introduction 
The ERO Enterprise Long-Term Strategy and ERO Enterprise Operating Plan, approved by the 
Board on November 9, 2017, recognize the importance of effective engagement of industry 
technical expertise and executive leadership to the success of the ERO Enterprise’s mission and 
strategic priorities. Stakeholders and the ERO Enterprise devote substantial resources and 
funding to supporting the MRC, Standards Committee, Planning Committee, Operating 
Committee, Critical Infrastructure Protection Committee, Compliance and Certification 
Committee, Personnel Certification Governance Committee, Reliability Issues Steering 
Committee, and the many working groups and tasks forces which have been created by these 
committees.1 In a letter to the MRC Chair dated January 4, 2018, the NERC Board chair Roy 
Thilly requested MRC input regarding ways to improve the efficiency and effectiveness of 
stakeholder engagement. 
 
Background 
NERC management is working both internally and with the Regional Entities to identify ways to 
individually and collectively reduce costs and improve efficiency and effectiveness in support of 
both the ERO Enterprise Long-Term Strategy and ERO Enterprise Operating Plan.  
 
Active and effective stakeholder engagement and support is essential to the success of the ERO 
Enterprise model. Emerging issues are also placing increased resource demands on both 
industry and the ERO Enterprise. These resource demands are occurring as both industry and 
the ERO Enterprise are under increased budget pressure and stipulation to prioritize activities 
and improve efficiencies. 
 
There are over 50 committees, task forces and working groups, consisting of hundreds of 
individuals, supporting NERC alone. There are also committees and task forces at the Regional 
Entities. Given the number of groups and complexity of this structure, there are likely 
opportunities to identify and implement improvements which will reduce costs, improve 
efficiency and effectiveness for the benefit of stakeholders, the ERO Enterprise, and reliability. 
Examples might include: 

• Looking at the number of committees, working groups, and task forces to identify 
potential opportunities to reduce the overall number of groups or better align the 
technical work they undertake. 

• Ensuring that resources supporting various functions and work streams have both the 
time and appropriate skill sets to effectively undertake and support this work. 

                                                      
1 A listing of NERC’s stakeholder engagement committees, primary subcommittees, working groups and task forces 
is included as an attachment to the policy input letter. 

http://www.nerc.com/AboutNERC/StrategicDocuments/ERO_Enterprise_Long-Term_Strategy_Approved_by_the_NERC_Board_on_Novmeber_9_2017.pdf
http://www.nerc.com/AboutNERC/StrategicDocuments/ERO_Enterprise_Strategic_Plan_and_Metrics_2017-2020_Clean.pdf


• Leveraging technology to reduce the number of in person meetings or time devoted to 
meeting administration and support. 

• Ensuring consulting resources are being used effectively by stakeholders and the ERO 
Enterprise. 

 
The ERO Enterprise is committed to working with the MRC and the leadership of the standing 
committees in both evaluating and taking appropriate steps to further improve the efficiency 
and effectiveness of industry and ERO Enterprise engagement. New models and mechanisms of 
engagement must be explored in determining how best to bring executive leadership into the 
strategic direction of the ERO Enterprise, while engaging more agile technical groups with the 
best relevant expertise available from industry and elsewhere.  
 



Agenda Item 7 
MRC Meeting 
February 7, 2018 

 
Additional Policy Discussion of Key Items from Board Committee Meetings 

 
 
Action 
Discussion of specific items presented at the Board of Trustees (Board) Committee meetings. 
Staff presentations made at the Board Committee meetings will not be duplicated at the 
Member Representatives Committee (MRC) meeting. 
 
Summary 
On February 7, 2018, the MRC can expect to continue its increased participation and dialogue 
during the Board Committee meetings in Fort Lauderdale. The MRC will have additional time 
for policy discussion, as part of its own agenda, to respond to the information that is presented 
during the Committee meetings.  
 
The February 7, 2018, Board committee agendas and associated background materials are 
posted on the following webpages:  
 
Corporate Governance and Human Resources Committee 
 
Compliance Committee  
 
Finance and Audit Committee 
 
Technology and Security Committee  
 

 

http://www.nerc.com/gov/bot/GOV/Pages/CorporateGovernanceandHumanResourcesCommittee(GOVERNANCE).aspx
http://www.nerc.com/gov/bot/BOTCC/Pages/ComplianceCommittee(BOTCC).aspx
http://www.nerc.com/gov/bot/FINANCE/Pages/2013FinanceandAuditCommittee.aspx
http://www.nerc.com/gov/bot/bottsc/Pages/TechnologyandSecurityCommittee.aspx


Agenda Item 8a 
MRC Meeting 
February 7, 2018 

 
ERO Reliability Risk Priorities Report 

 
 
Action 
Information 
 
Background 
The Reliability Issues Steering Committee’s (RISC) ERO Reliability Risk Priorities Report (RISC 
Report) presents the results of the RISC’s continued work to strategically define and prioritize 
risks to the reliable operation of the BPS and thereby provide recommendations to the Board 
regarding the approach that NERC should take to enhance reliability and manage those risks. 
 
Mr. Peter Brandien, RISC Chair, will provide an overview of the RISC Report at the February 7, 
2018, MRC meeting and submit the RISC Report to the NERC Board of Trustees (Board) for final 
acceptance during the Board’s meeting on February 8, 2018.  
 
Each risk profile is mapped against the likelihood and impact as noted below and further 
described in the RISC Report. This mapping represents the unmitigated or inherent risks of each 
risk profile as determined by the RISC. Regardless of the categorization, all risk profiles warrant 
attention as the rapidly changing BPS can quickly raise the risk.  
 
Higher Likelihood, Higher Impact 

• Cybersecurity Vulnerabilities 

• Changing Resource Mix 

• BPS Planning 

• Resource Adequacy 
 
Higher Likelihood, Lower Impact 

• Increasing Complexity in Protection and Control Systems 

• Human Performance and Skilled Workforce 
 
Lower Likelihood, Higher Impact 

• Loss of Situational Awareness 
 

Lower Likelihood, Lower Impact 

• Physical Security Vulnerabilities 

• Extreme Natural Events 
 
Each risk profile includes a description of the risk and recommendations for mitigation. These 
recommendations are presented to the Board and industry stakeholders as input into the 
strategic planning process. 

http://www.nerc.com/comm/RISC/Documents/ERO-Reliability-Risk-Priorities-Report.pdf


Agenda Item 8b 
MRC Meeting 
February 7, 2018 

 
Resilience Framework 

 
Background 
The NERC Board of Trustees (Board) requested that the Reliability Issues Steering Committee 
(RISC) provide a framework for discussion of resilience at the February 7, 2018, Member 
Representatives Committee (MRC) meeting. The purpose of this document is to provide a 
recommended framework and background information to facilitate this discussion. 
 
Recommended Framework 
The RISC recommends consideration and discussion of the following framework: 

1. Develop a common understanding and definition of the key elements of bulk power 
system (BPS) resilience; 

2. Understand how these key elements of BPS resilience fit into the existing ERO 
framework; and 

3. Evaluate whether there is a need to undertake additional steps within the ERO 
framework to address these key elements of BPS resilience beyond what is already in 
place and underway in connection with ongoing ERO Enterprise operations, including 
work being undertaken by each of the NERC standing committees. 

 
Further background information regarding the first two elements of this recommended 
framework is set forth below, followed by recommended next steps  
 
Understanding and Defining Resilience 
Most definitions of resilience have two common elements: (1) resilience is time-dependent and 
differs from business as usual operations and refers to the actions taken beforehand, during the 
event itself, and the recovery from the event; and (2) resilience cannot be measured in a single-
unit metric.  
 
The National Infrastructure Advisory Council’s (NIAC’s) Framework for Establishing Critical 
Infrastructure Goals is a credible source for further understanding and defining resilience1.  The 
NIAC framework includes four outcome-focused abilities:  

1. Robustness – the ability to absorb shocks and continue operating;  

2. Resourcefulness – the ability to skillfully manage a crisis as it unfolds;  

3. Rapid Recovery – the ability to get services back as quickly as possible; and  

4. Adaptability – the ability to incorporate lessons learned from past events to improve 
resilience.  

 

                                                      
1 See Exhibit 2.1 of the National Infrastructure Advisory Councils’ (NIAC’s) Final Report and Recommendations, “A Framework 

for Establishing Critical Infrastructure Resilience Goals,” (October 19, 2010). Additional resource documents regarding 
resilience are also set forth in Attachment A. 



 
 
The Federal Energy Regulatory Commission (FERC) has also recently initiated a proceeding and 
procedures to take additional steps to develop a common understanding of what resilience of 
the BPS means and requires; and to gain further understanding regarding how each Regional 
Transmission Organization and Independent Service Operator (RTO/ISO) assesses resilience.2 In 
this order, FERC, referencing NIAC, set forth its understanding of resilience to mean: 
 

The ability to withstand and reduce the magnitude and/or duration of disruptive events, 
which includes the capability to anticipate, absorb, adapt to, and/or rapidly recover from 
such an event.3 

The above definition is similar to the definition used in NERC’s 2012 report Severe Impact 
Resilience: Considerations and Recommendations.4  NERC’s definition of Adequate Level of 
Reliability (ALR), which is further discussed below, also references the BPS’s ability to absorb 
and restore from low probability disturbances. 
 
The FERC order referenced above also launches an information gathering effort by the 
Commission with the RTOs/ISOs to: 

1. Vet its proposed definition of Resilience 

2. Determine how RTOs/ISOs assess threats to Resilience 

3. Identify how RTOs/ISOs mitigate threats to Resilience 
 
The FERC order included the following two questions regarding NERC’s Reliability Standards: 

1. How do existing operating procedures, Reliability Standards (e.g., N-1 NERC TPL 
contingencies), and RTO/ISO planning processes (e.g., resource adequacy programs or 
regional transmission planning) currently consider and address resilience? 

2. Are there any market-based constructs, operating procedures, NERC Reliability 
Standards, or planning processes that should be modified to better address resilience? If 
so, please describe the potential modifications. 

 
Responses from the RTOs/ISOs are due to FERC in 60 days of the order (March 9, 2018). Replies 
are due April 9, 2018. The information submitted to FERC should be useful to both NERC and 
other interested stakeholders and provide an ongoing framework for future discussions and 
consideration of this topic.  

                                                      
2 Grid Resilience in Regional Transmission Organizations and Independent System Operators, 162 FERC ¶ 61,012 (2018). See  

https://www.ferc.gov/CalendarFiles/20180108161614-RM18-1-000.pdf 
3 Id, at P 23. 
4 http://www.nerc.com/comm/OC/SIRTF%20Related%20Files%20DL/SIRTF_Final_May_9_2012-Board_Accepted.pdf  

https://www.ferc.gov/CalendarFiles/20180108161614-RM18-1-000.pdf
http://www.nerc.com/comm/OC/SIRTF%20Related%20Files%20DL/SIRTF_Final_May_9_2012-Board_Accepted.pdf


 
Resilience and ERO Enterprise Framework 
There are several terms that are important to understanding how resilience fits into the ERO 
Enterprise’s overall reliability framework. These terms include the definitions of Reliability, 
Adequacy, Operating Reliability, and ALR, each of which is defined as follows: 

• Reliability can be addressed by considering two basic and functional aspects of the 
electric system—Adequacy and Operating Reliability. 

• Adequacy5 is the ability of the electric system to supply the aggregate electric demand 
and energy requirements of the end-use customers at all times, taking into account 
scheduled and reasonably expected unscheduled outages of system elements.  

• Operating Reliability6 is the ability of the electric system to withstand sudden 
disturbances such as electric short circuits or unanticipated loss of system components. 

 
The NIAC resilience framework is incorporated into many facets of the ERO Enterprise’s 
activities, including NERC’s definition of the ALR, which recognizes the need for resilience 
efforts to address low probability, but impactful events: 
 

Adequate Level of Reliability: the state that the design, planning, and operation of the Bulk 
Electric System (BES) will achieve when the following Reliability Performance Objectives are 
met: 

1. The BES does not experience instability, uncontrolled separation, Cascading,7 
collapse under normal operating conditions and or voltage when subject to 
predefined Disturbances.8 

2. BES frequency is maintained within defined parameters under normal operating 
conditions and when subject to predefined Disturbances. 

3. BES voltage is maintained within defined parameters under normal operating 
conditions and when subject to predefined Disturbances. 

4. Adverse Reliability Impacts on the BES following low probability Disturbances 
(e.g., multiple on the BES following contingences, unplanned and uncontrolled 
equipment outages, cyber security events, and malicious acts) are managed. 

5. Restoration of the BES after major system Disturbances that result in blackouts 
and widespread outages of BES elements is performed in a coordinated and 
controlled manner. 

 

                                                      
5 See NERC’s Glossary of Terms at https://www.nerc.com/pa/Stand/Glossary%20of%20Terms/Glossary_of_Terms.pdf  
6 NERC had used the term “security” until September 2001 when security became synonymous with homeland protection in 

general and critical infrastructure protection in particular. To remedy the increasing confusion over what we meant by 
security, NERC replaced that term with “operating reliability.” Operating reliability is not a definition in the NERC Glossary of 
Terms, but instead is a reliability concept that predates the ERO. 

7 NERC’s Glossary of Terms defines Cascading as: “The uncontrolled successive loss of system elements triggered by an incident 
at any location. Cascading results in widespread electric service interruption that cannot be restrained from sequentially 
spreading beyond an area predetermined by studies.” 

8 NERC’s Glossary of Terms defines Disturbance as: “1. An unplanned event that produces an abnormal system condition. 2. Any 
perturbation to the electric system. 3. The unexpected change in ACE that is caused by the sudden failure of generation or 
interruption of load. 

https://www.nerc.com/pa/Stand/Glossary%20of%20Terms/Glossary_of_Terms.pdf


For these less probable severe events, BES owners and operators may not be able to apply 
economically justifiable or practical measures to prevent or mitigate their Adverse Reliability 
Impact on the BES though these events can result in Cascading, uncontrolled separation, or 
voltage collapse. Less probable severe events would include, for example, losing an entire right 
of way due to a tornado, simultaneous or near simultaneous multiple Transmission Facilities 
outages due to a hurricane, sizeable disruptions to natural gas infrastructure impacting multiple 
generation resources, or other severe phenomena.  
 
The table below highlights the ERO Enterprise’s activities that support the NIAC resilience 
construct. 
 

NIAC Resilience Constructs Key  Programs and 
Activities 

Specific Efforts\Tools 

Robustness—The ability to continue 
operations in the face of disaster. In some 
cases, it translates into designing structures 
or systems to be strong enough to take a 
foreseeable punch. In others, robustness 
requires devising substitute or redundant 
systems that can be brought to bear should 
something important break or stop working. 
Robustness also entails investing in and 
maintaining elements of critical infrastructure 
so that they can withstand low probability 
but high consequence events. 

• Reliability and Emerging 
Risk Assessments 

• Risk, Event and 
Performance 
Monitoring 

• Technical Committee 
work, including special 
projects 

• Mandatory Reliability 
Standards 

• Reliability Guidelines 
Operator Certification 
and Training 

• E-ISAC information 
sharing programs 
 

• Alerts 
• State of Reliability Report 

o GADS 
o TADS 
o DADS 
o Protection system 

misoperations 
o TEAMS 
o FR Performance 

• Long-Term Reliability 
Assessment 

• Key Reliability Standards: 
o TPL (Extreme) 
o EOP 
o Blackstart Restoration 

• GridEx 
• Security conferences and 

information sharing (e.g. 
GridSecCon) 

Resourcefulness—The ability to skillfully 
manage a disaster as it unfolds. It includes 
identifying options, prioritizing what should 
be done both to control damage and to begin 
mitigating it, and communicating decisions to 
the people who will implement them. 
Resourcefulness depends primarily on 
people, not technology. 

• Situational Awareness 
and Industry 
Coordination 

• Government 
Coordination 

• Cross-Sector 
Information Sharing 

• Mandatory Reliability 
Standards/Functional 
Model 

• BPSA information sharing tools 
and processes 

• E-ISAC information sharing 
tools and processes 

• Formation of a Crisis Action 
Team to support industry and 
governmental coordination 

• Standards requirements 
o Reliability Coordinators 
o Transmission Operators 

Rapid recovery—The capacity to get things 
back to normal as quickly as possible after a 
disaster. Carefully drafted contingency plans, 
competent emergency operations, and the 
means to get the right people and resources 
to the right places are crucial. 

• Situational Awareness, 
Industry Coordination 

• Government 
Coordination 

• Cross-Sector 
Information Sharing  

• Support for Electric Sector 
Coordinating Council activities 
 

Adaptability—The means to absorb new 
lessons that can be drawn from a 
catastrophe. It involves revising plans, 
modifying procedures, and introducing new 
tools and technologies needed to improve 
robustness, resourcefulness, and recovery 
capabilities before the next crisis. 

• Reliability Assessment 
• Event Analysis  
• Event Forensics  
 

• Technical Committee 
Recommendations 

• Reliability Guidelines 
• Lessons Learned 
• Event Analysis, Investigations 
• Audit Recommendations 
• Reliability Assessments 



NIAC Resilience Constructs Key  Programs and 
Activities 

Specific Efforts\Tools 

• State of Reliability Report 
 
Recommended Next Steps 
RISC recommends that the Board consider the following next steps: 

1. Request each standing committee provide the RISC, on or before March 28, 2018, with 
their views on how BPS resilience is currently being addressed within the scope of their 
committee’s responsibilities and recommend any additional activities they believe 
should be undertaken and request. 

2. Request that the RISC review and summarize this information, together with any 
additional views and recommendations it may have, for review and discussion at the 
May 2018 MRC meeting. 

3. RISC members, NERC, and other interested stakeholders should monitor the recently 
initiated FERC proceeding and the information provided in connection with that 
proceeding. 

  



Attachment A 
Resilience Reference Documents 

• NERC and DOE report, “High Impact, Low Frequency Event Risks to the North American 
Bulk Power System,” https://www.energy.gov/sites/prod/files/High-Impact%20Low-
Frequency%20Event%20Risk%20to%20the%20North%20American%20Bulk%20Power%
20System%20-%202010.pdf  

• NERC ESCC, “Critical Infrastructure Strategic Roadmap,” 
http://ccpic.mai.gov.ro/docs/NERC_ESCC_Critical_Infrastructure_Strategic_Roadmap.pd
f  

• National Infrastructure Advisory Council, “A Framework for Establishing Critical 
Infrastructure Resilience Goals,” https://www.dhs.gov/xlibrary/assets/niac/niac-a-
framework-for-establishing-critical-infrastructure-resilience-goals-2010-10-19.pdf    

• NERC, “Severe Impact Resilience: Considerations and Recommendations,” 
http://www.nerc.com/comm/OC/SIRTF%20Related%20Files%20DL/SIRTF_Final_May_9_
2012-Board_Accepted.pdf  

• Ryerson University, Centre for Urban Energy, “Achieving electricity grid Resiliency,” 
funded by IESO,: 
http://www.ryerson.ca/content/dam/cue/pdfs/GridResileincyFinalReport.pdf 

• U.S. Whitehouse, “National Electric Grid Security and Resilience Action Plan,” 
https://www.whitehouse.gov/sites/whitehouse.gov/files/images/National_Electric_Grid
_Action_Plan_06Dec2016.pdf  

• FERC-NERC-RE Joint Report, “Review of Restoration and Recovery Plans,” 
https://www.ferc.gov/legal/staff-reports/2016/01-29-16-FERC-NERC-Report.pdf  

• FERC-NERC-RE Joint Report, “Planning Restoration Absent SCADA and EMS (PRASE),” 
https://www.ferc.gov/legal/staff-reports/2017/06-09-17-FERC-NERC-Report.pdf  

• NERC, “Adequate Level of Reliability,” 
http://www.nerc.com/comm/Other/Adequate%20Level%20of%20Reliability%20Task%2
0Force%20%20ALRTF%20DL/Final%20Documents%20Posted%20for%20Stakeholders%2
0and%20Board%20of%20Trustee%20Review/2013_03_26_ALR_Definition_clean.pdf  

• Department of Energy, “Staff Report to the Secretary on Electricity Markets and 
Reliability,”  
https://energy.gov/sites/prod/files/2017/08/f36/Staff%20Report%20on%20Electricity%
20Markets%20and%20Reliability_0.pdf  

• Pacific Northwest Labs, “Electric Grid Resilience and Reliability for Grid Architecture,” 
https://gridarchitecture.pnnl.gov/media/advanced/Electric_Grid_Resilience_and_Reliab
ility.pdf   

• National Academies of Science, Engineering and Medicine, “Enhancing the Resilience of 
the Nation’s Electricity System,” download free pdf version at 
https://www.nap.edu/catalog/24836/enhancing-the-resilience-of-the-nations-
electricity-system  

 

• Nicholas Abi-Samra, Power Grid Resiliency for Adverse Conditions, Artech House, 2017. 

https://www.energy.gov/sites/prod/files/High-Impact%20Low-Frequency%20Event%20Risk%20to%20the%20North%20American%20Bulk%20Power%20System%20-%202010.pdf
https://www.energy.gov/sites/prod/files/High-Impact%20Low-Frequency%20Event%20Risk%20to%20the%20North%20American%20Bulk%20Power%20System%20-%202010.pdf
https://www.energy.gov/sites/prod/files/High-Impact%20Low-Frequency%20Event%20Risk%20to%20the%20North%20American%20Bulk%20Power%20System%20-%202010.pdf
http://ccpic.mai.gov.ro/docs/NERC_ESCC_Critical_Infrastructure_Strategic_Roadmap.pdf
http://ccpic.mai.gov.ro/docs/NERC_ESCC_Critical_Infrastructure_Strategic_Roadmap.pdf
https://www.dhs.gov/xlibrary/assets/niac/niac-a-framework-for-establishing-critical-infrastructure-resilience-goals-2010-10-19.pdf
https://www.dhs.gov/xlibrary/assets/niac/niac-a-framework-for-establishing-critical-infrastructure-resilience-goals-2010-10-19.pdf
http://www.nerc.com/comm/OC/SIRTF%20Related%20Files%20DL/SIRTF_Final_May_9_2012-Board_Accepted.pdf
http://www.nerc.com/comm/OC/SIRTF%20Related%20Files%20DL/SIRTF_Final_May_9_2012-Board_Accepted.pdf
http://www.ryerson.ca/content/dam/cue/pdfs/GridResileincyFinalReport.pdf
https://www.whitehouse.gov/sites/whitehouse.gov/files/images/National_Electric_Grid_Action_Plan_06Dec2016.pdf
https://www.whitehouse.gov/sites/whitehouse.gov/files/images/National_Electric_Grid_Action_Plan_06Dec2016.pdf
https://www.ferc.gov/legal/staff-reports/2016/01-29-16-FERC-NERC-Report.pdf
https://www.ferc.gov/legal/staff-reports/2017/06-09-17-FERC-NERC-Report.pdf
http://www.nerc.com/comm/Other/Adequate%20Level%20of%20Reliability%20Task%20Force%20%20ALRTF%20DL/Final%20Documents%20Posted%20for%20Stakeholders%20and%20Board%20of%20Trustee%20Review/2013_03_26_ALR_Definition_clean.pdf
http://www.nerc.com/comm/Other/Adequate%20Level%20of%20Reliability%20Task%20Force%20%20ALRTF%20DL/Final%20Documents%20Posted%20for%20Stakeholders%20and%20Board%20of%20Trustee%20Review/2013_03_26_ALR_Definition_clean.pdf
http://www.nerc.com/comm/Other/Adequate%20Level%20of%20Reliability%20Task%20Force%20%20ALRTF%20DL/Final%20Documents%20Posted%20for%20Stakeholders%20and%20Board%20of%20Trustee%20Review/2013_03_26_ALR_Definition_clean.pdf
https://www.misoenergy.org/Library/Repository/Meeting%20Material/Stakeholder/RSC/2017/20171005/20171005%20RSC%20Item%2005%20DOE%20Report%20Update.pdf
https://www.misoenergy.org/Library/Repository/Meeting%20Material/Stakeholder/RSC/2017/20171005/20171005%20RSC%20Item%2005%20DOE%20Report%20Update.pdf
https://energy.gov/sites/prod/files/2017/08/f36/Staff%20Report%20on%20Electricity%20Markets%20and%20Reliability_0.pdf
https://energy.gov/sites/prod/files/2017/08/f36/Staff%20Report%20on%20Electricity%20Markets%20and%20Reliability_0.pdf
https://gridarchitecture.pnnl.gov/media/advanced/Electric_Grid_Resilience_and_Reliability.pdf
https://gridarchitecture.pnnl.gov/media/advanced/Electric_Grid_Resilience_and_Reliability.pdf
https://www.nap.edu/catalog/24836/enhancing-the-resilience-of-the-nations-electricity-system
https://www.nap.edu/catalog/24836/enhancing-the-resilience-of-the-nations-electricity-system


• Susan Tierney, Analysis Group, Inc., “About that national conversation on resilience of 
the electric grid: The urgent need for guidance and action,” 
https://www.utilitydive.com/news/about-that-national-conversation-on-resilience-of-
the-electric-grid-the-ur/512545/  

• NERC Reliability Standard, COM-001-3, Communications, 
http://www.nerc.com/_layouts/PrintStandard.aspx?standardnumber=COM-001-
3&title=Communications&jurisdiction=United States  

• NERC Reliability Standard, EOP-005-2, “System Restoration from Blackstart Resources,” 
http://www.nerc.com/_layouts/PrintStandard.aspx?standardnumber=EOP-005-
2&title=System Restoration from Blackstart Resources&jurisdiction=United States 

• NERC Reliability Standard, EOP-008-1, “Loss of Control Center Functionality,” 
http://www.nerc.com/_layouts/PrintStandard.aspx?standardnumber=EOP-008-
1&title=Loss of Control Center Functionality&jurisdiction=United States 

• NERC Reliability Standard, EOP-006-2, “System Restoration Coordination,” 
http://www.nerc.com/_layouts/PrintStandard.aspx?standardnumber=EOP-006-
2&title=System Restoration Coordination&jurisdiction=United States 

• NERC Reliability Standard, EOP-011-1, “Emergency Operations,” 
http://www.nerc.com/_layouts/PrintStandard.aspx?standardnumber=EOP-011-
1&title=Emergency Operations&jurisdiction=United States = 

• NERC Reliability Standard, TPL-001-4, “Transmission System Planning Performance 
Requirements,” 
http://www.nerc.com/_layouts/PrintStandard.aspx?standardnumber=TPL-001-
4&title=Transmission System Planning Performance Requirements&jurisdiction=United 
States  

• FERC Order Terminating Rulemaking Proceeding, Initiating New Proceeding, and 
Establishing Additional Procedures. Dockets No. RM18-1-000 and AD18-7-000, January 
8, 2018 https://www.ferc.gov/CalendarFiles/20180108161614-RM18-1-000.pdf  

• NERC Reliability Standards, See Critical Infrastructure Protection (CIP) standards, regards 
importance of an entity to restoration after blackout. For example: 

o CIP-002-5.1a, Cyber Security — BES Cyber System Categorization, 
http://www.nerc.com/_layouts/PrintStandard.aspx?standardnumber=CIP-002-
5.1a&title=Cyber Security — BES Cyber System 
Categorization&jurisdiction=United States 

 R1, “Each Responsible Entity shall implement a process that considers 
each of the following assets for purposes of parts 1.1 through 1.3: 

iv. Systems and facilities critical to system restoration, including 
Blackstart Resources and Cranking Paths and initial switching 
requirements; 

• NERC Rules of Procedure, 
http://www.nerc.com/FilingsOrders/us/RuleOfProcedureDL/NERC_ROP_Effective_2016
1031.pdf: 

https://www.utilitydive.com/news/about-that-national-conversation-on-resilience-of-the-electric-grid-the-ur/512545/
https://www.utilitydive.com/news/about-that-national-conversation-on-resilience-of-the-electric-grid-the-ur/512545/
https://www.ferc.gov/CalendarFiles/20180108161614-RM18-1-000.pdf
http://www.nerc.com/FilingsOrders/us/RuleOfProcedureDL/NERC_ROP_Effective_20161031.pdf
http://www.nerc.com/FilingsOrders/us/RuleOfProcedureDL/NERC_ROP_Effective_20161031.pdf


o Section 300, Reliability Standards Development, Reliability Objectives, Emergency 
Preparations, Plans for emergency operation and system restoration of Bulk Power 
Systems shall be developed, coordinated, maintained, and implemented. 

o Inclusion 3 for Bulk Electric System (BES): Blackstart Resources identified in the 
Transmission Operator’s restoration plan. 

o Appendix 5B for Compliance Registration Criteria, Distribution Provider with field 
switching personnel identified as performing unique tasks associated with the 
Transmission Operator’s restoration plan that are outside of their normal tasks. 

o Appendix 8, NERC Blackout and Disturbance Response Procedures. 
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Plan for Addressing Reliability Standard and Guideline Recommendations from 

Recent Reliability Assessments 
 
 
Action 
Information 
 
Background 
Two reliability assessments published in 2017 recommended industry and NERC consider 
potential Reliability Standard improvements and/or Reliability Guideline development. The 
recommendations made in each assessment are provided below: 

1. Special Reliability Assessment: Potential Bulk Power System Impacts Due to Severe 
Disruptions on the Natural Gas System:1 NERC, with industry’s support, should enhance 
its Reliability Guidelines and/or Standards as necessary to include additional planning 
and operating requirements for analyzing disruptions to the natural gas infrastructure 
and their impacts on the reliable operation of the bulk power system (BPS). The 
standards should include developing and deploying mitigation plans to address 
reliability risks caused by outages of significant natural gas infrastructure.  

2. 2017 Long-Term Reliability Assessment (LTRA):2 NERC should conduct a comprehensive 
evaluation of its Reliability Standards to ensure compatibility with nonsynchronous and 
distributed energy resources, as well as for completeness related to essential reliability 
services, generator performance, system protection and control, and balancing 
functions.  

 
Next Steps 
The recommendations made in each assessment and in the most recent ERO Reliability Risk 
Priorities report capture high priority emerging risks to the BPS due to the changing resource 
mix. NERC has identified some existing activities and needed initiatives to address these 
recommendations. It is expected that each recommendation will have separate initiatives since 
they require different technical expertise. 

1. Recommendation from Natural Gas Disruption Assessment: NERC will need the 
support of the Planning Committee to evaluate and identify potential enhancements to 
the existing transmission planning Reliability Standard (e.g., TPL-001-4), and to develop 
Reliability Guidelines as needed. Additional clarity for Transmission Planners and 
Planning Coordinators may be needed to ensure extreme events (e.g., natural gas 
pipeline, storage or supply disruptions) are considered in planning and support 
mitigation and recovery actions.  

Action: In coordination with other NERC committees, the Planning Committee will form 
an advisory group to review the BPS reliability risks associated with severe disruptions 
on the natural gas system, make recommendations on Reliability Standard 
enhancements if needed, and identify the need and scope for a Reliability Guideline.  

                                                      
1 http://www.nerc.com/pa/RAPA/ra/Reliability%20Assessments%20DL/NERC_SPOD_11142017_Final.pdf  
2 http://www.nerc.com/pa/RAPA/ra/Reliability%20Assessments%20DL/NERC_LTRA_12132017_Final.pdf  

http://www.nerc.com/pa/RAPA/ra/Reliability%20Assessments%20DL/NERC_SPOD_11142017_Final.pdf
http://www.nerc.com/pa/RAPA/ra/Reliability%20Assessments%20DL/NERC_LTRA_12132017_Final.pdf


A detailed plan of action will be presented at the next Member Representatives 
Committee (MRC) meeting for policy input. 

2. Recommendation from 2017 LTRA: There are significant activities in progress to address 
this recommendation. The current activities include:  

a. Distributed Energy Resources: The Distributed Energy Resources Task Force report3 
identified the need for a revision to the MOD-032 Reliability Standard to ensure 
applicability of Distribution Providers and their obligation to share any pertinent 
data related to distributed resources with Transmission Planners and Planning 
Coordinators.4 

b. Inverter-Based Resources: The Inverter-Based Resources Task Force5 was 
established in the second half of 2017 to explore the performance characteristics of 
utility-scale inverter-based resources (e.g., solar photovoltaic and wind power 
resources) directly connected to the BPS. Recommended performance 
characteristics will be developed along with other recommendations related to 
inverter-based resource performance, analysis, and modeling. The technical 
materials will support Generator Owners with inverter-based resources and 
equipment manufacturers by: 1) providing recommended performance 
characteristics, 2) improving dynamic modeling capability and practices, and 3) 
ensuring reliability through detailed system studies.  

c. Frequency Control and Balancing: Under the direction of the Operating Committee, 
the Resources Subcommittee is actively addressing potential changes to the BAL-003 
Reliability Standard to ensure sufficient generator and system performance during 
frequency excursions. A Standard Authorization Request (SAR) is in place and a 
project is identified within the Reliability Standards Development Plan for 2018-
20206. 

d. Reactive Power Requirements for Nonsynchronous Generation: The 2017 LTRA 
identified a potential trend of increasing amounts of reactive power being supplied 
by nonsynchronous resources (e.g., inverter-based generating resources and 
transmission-connected dynamic reactive power electronic devices such as static 
VAR compensators (SVCs) or static synchronous compensators (STATCOMs)). While 
all these technologies can supply dynamic reactive power support, NERC Reliability 
Standards should be assessed to ensure the standards are comprehensive and 
actively account for advanced technologies that supply reactive power support 
across the BPS. Performance specifications and coordination of these devices may 
be needed as they are replacing reactive power support from the conventional 
synchronous resources and classical reactive power sources (e.g., fixed and switched 
shunts). Inventory, projections, and performance data are needed to evaluate the 
risk. In 2018 within the Planning Committee:  

• The Reliability Assessment Subcommittee is tasked with collecting forward 
projections of these reactive resources to forecast future penetrations and 
reliability risk.  

                                                      
3 http://www.nerc.com/comm/Other/essntlrlbltysrvcstskfrcDL/Distributed_Energy_Resources_Report.pdf  
4 This is being addressed with Project 2017-07 Standards Alignment with Registration, which reassigns LSE responsibility to DP. 
5 http://www.nerc.com/comm/PC/Pages/Inverter-Based-Resource-Performance-Task-Force.aspx  
6 http://www.nerc.com/pa/Stand/Standards%20Development%20Plan%20Library/2018-

2020_RSDP_For_Board_Adoption_10192017.pdf  

http://www.nerc.com/comm/Other/essntlrlbltysrvcstskfrcDL/Distributed_Energy_Resources_Report.pdf
http://www.nerc.com/comm/PC/Pages/Inverter-Based-Resource-Performance-Task-Force.aspx
http://www.nerc.com/pa/Stand/Standards%20Development%20Plan%20Library/2018-2020_RSDP_For_Board_Adoption_10192017.pdf
http://www.nerc.com/pa/Stand/Standards%20Development%20Plan%20Library/2018-2020_RSDP_For_Board_Adoption_10192017.pdf


• The System Analysis and Modeling Subcommittee is tasked with assessing 
the applicability of transmission-connected reactive power resources to 
relevant Reliability Standards (e.g. PRC-024-2 and MOD-025-2) and address 
any potential reliability gaps. 
 

Action: The Standing Committee Coordinating Group will support the review of the 
plans, monitor the progress, and direct additional activities to the technical committees. 
A detailed plan of action will be presented at the next MRC meeting for policy input. 
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Technical Committee Highlights: Critical Infrastructure Protection Committee 

(CIPC) 
 
 
Action 
Information 
 
Background 
At the December 2017 committee meeting, the CIPC approved the Strategic Plan. The CIPC 
Strategic Plan defines clear deliverables and priorities for 2018 and 2019.   
 
Key Activities and Initiatives for 2018 and 2019 

Strategic Input Activity 
ERO Enterprise Long-Term Strategy Focus 
Area #5 
ERO Reliability Risk Priority - Risk Profile 
#8 & #9 

Identification and reduction of cyber and 
physical security Risks while improving resilience 

FERC-Led Audits Compliance Report  
 

Assess the cyber security risk of Fuel Handling 
SCADA systems for Generation 

Remote Access Study Report Address Remote Access Security Findings #1-#18 
GridEx Planning & Preparation Collaborate with E-ISAC and industry 

stakeholders to plan for next GridEx and share 
lessons learned 

Supply Chain Risk Management  Vendor Essential Security Practices Model 
Supply Chain Risk Management Legacy system testing coordination with 

National Labs 
CIP-014 High Impact Control Center 
Report  

Security practices for High Impact Control 
Centers 

CIPC Priority Topic in coordination with 
PC 

Reduction in asset criticality by developing 
design standards 

CIPC Priority Topic Security implications of UAVs and clarifying the 
rights of stakeholders 

CIPC Priority Topic Key management security guideline 
GridEx Planning & Preparation Collaborate with E-ISAC and industry 

stakeholders to plan for next GridEx and share 
lessons learned 
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Update on FERC Reliability Matters 

 
 
Action 
Information 
 
Summary 
At the February 7, 2018, MRC meeting, Michael Bardee, Director, Office of Electric Reliability, 
FERC, will provide an update on recent FERC activity including the following: 

• Emergency Preparedness and Event Reporting 

• Cyber Supply Chain Risk Management 

• Cyber Security Incident Reporting 

• Compliance Monitoring and Enforcement 

• Coordination of Protection Systems; Training 

• Grid Resilience 
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Accountability Matrix 

 
Action 
Information 
 
Background 
The Accountability Matrix tracks key action items resulting from the quarterly MRC and Board 
of Trustee meetings and the policy input letter responses. The Accountability Matrix is updated 
quarterly and posted on the NERC website. 
 
Attachment 

1. Accountability Matrix – January 25, 2018 
 

http://www.nerc.com/gov/bot/Pages/Agenda-Highlights-and-Minutes-.aspx


Accountability Matrix
January 25, 2018

Identifier Topic Summary of Commitment Comments/Status Open/Closed

2016-07

Consistency in the 
Coordinated 

Oversight 
Program of 

MRREs

Develop follow-up actions to ensure consistency 
and address lessons learned from the MRRE 
program.

During 2016, NERC and the Regional Entity executives approved a task force, 
made up of representatives from NERC and each Regional Entity, focused on 
enhancing the Coordinated Oversight Program for Multi-Region Registered 
Entities (MRREs). This ERO Enterprise task force developed procedures for 
conducting CMEP activities for registered entities involved in the Coordinated 
Oversight Program.  By the first quarter of 2017, all Regional Entity staff 
completed training on these procedures.  The procedures and associated 
training helps ensure consistency in the implementation of the Coordinated 
Oversight Program. Additionally, the ERO Enterprise task force continues to 
look for lessons learned and improvement opportunities for the program.  For 
example, the task force is reviewing processes used for conducting Inherent 
Risk Assessments (IRAs) for registered entities in Coordinated Oversight to 
ensure a consistent and coordinated approach for IRAs and scoping 
compliance monitoring activities. The ERO Enterprise task force is also in the 
process of updating existing Frequently Asked Questions to help inform 
industry outreach needs. In October 2017, the task force issued a second 
survey seeking stakeholder feedback to inform additional process 
improvements and outreach needs. Further, the ERO Enterprise Program 
Alignment process will be used to capture and address consistency concerns. 
The effectiveness of the program alignment process will be evaluated in 
February 2019. Closed

2016-09 Metrics
Develop supplemental metrics that measure 
operational effectiveness.

The NERC efficiency and effectiveness metric was approved by the Board at its 
February 2017 meeting. Proposed measures for ERO Enterprise efficiency and 
effectiveness for 2018 were presented in August and posted for stakeholder 
review and comment. The 2018 ERO Enterprise Metrics were approved by the 
Board in November 2017. Closed

2017-01
Strategic Planning 

Process
Develop visual representation of inputs into the 
strategic planning process.

Visual is included in the intoduction in the ERO Enterprise Operating Plan that 
was approved by the Board in November 2017. Closed

2017-02
Auditor 

Credentials Gather information on auditor credentials.

NERC is working with the Regional Entity Compliance Managers to determine 
the baseline of credentials currently held by ERO Enterprise audit staff. A 
review of these credentials will be conducted to determine if they address the 
requisite knowledge, training and skills to conduct Compliance audits that are 
identified in the Compliance Monitoring Competency Guide section of ERO 
Enterprise CMEP Manual. Open

2017-03
Presentation of 

Status of Metrics

Include the color designation from the previous 
quarter to show any changes. Evaluate the 
definitions of the colors and how to better 
represent the status of each metric.

Starting with the November 2 CGHRC conference call, the color designation 
from the previous quarter is presented. The definitions of the colors have been 
clarified and are being reported at the threshold and target levels to provide 
better clarity on the status. Closed

2017-04

Board 
Effectiveness 

Surveys
Present the progress of recommendations from 
last year's Board effectiveness survey.

Progress on the recommendations was presented on the November 2 CGHRC 
conference call. Closed

2017-05
Certification of 

Vendors

With respect to supply chain, identify 
opportunities for vendors to be certified, 
including the possibility of third party auditors 
doing the certifications.

This is part of the efforts to address the NERC Board of Trustee's resolution on 
supply chain and will be included in the Critical Infrastructure Protection 
Committee's (CIPC) 2018 work plan. The CIPC 2018 work plan is being 
presented to the Board for approval at its February 2018 meeting. Open

2017-06

ERO Enterprise 
Program 

Alignment 
Process

In February 2019, evaluate the effectiveness of 
the ERO Enterprise Program Alignment Process. None at this time. Open



. 
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Update on Regulatory Matters 

(As of January 25, 2018) 
 
 
Action 
Information 
 
FERC Orders Issued Since the Last Update 
FERC orders are available on the NERC website FERC Orders/Rules page. 
 
NERC Filings to FERC Since the Last Update 
NERC filings to FERC are available on the NERC website NERC Filings to FERC page. 
 
NERC Filings in Canadian Jurisdictions Since the Last Update 
NERC filings to Canadian applicable governmental authorities are available on the NERC website 
Canadian Filings and Orders page. This page also contains links to the websites of each of the 
Canadian applicable governmental authorities, where orders, consultation records, and other 
records related to NERC matters may be found. 
 
Processes for making standards enforceable and; monitoring and enforcing compliance are 
specific to each jurisdiction in Canada. The Federal, Provincial, and Territorial Monitoring and 
Enforcement Sub-group (MESG) has developed provincial summaries of each province’s electric 
reliability standard-making and enforcement functions, with U.S. comparators. The Canada 
page of the NERC website contains these summaries, as well as a link to the Canadian MOUs 
page. 
 
Anticipated NERC Filings 
Highlights of NERC filings that will be submitted to applicable governmental authorities in the 
U.S. and Canada appear below: 
 

1. January 29, 2018 – NERC will submit comments in response to FERC’s Notice of 
Proposed Rulemaking (NOPR) to proposed Reliability Standards PRC-027-1 and PER-006-
1. Docket No. RM16-22-000  
  

2. February 12, 2018 – Within 45 days of the end of each quarter, NERC must submit the 
unaudited report of the NERC budget-to-actual spending variances during the preceding 
quarter. Docket No. FA11-21-000  
Pending Board approval 
 

3. February 26, 2018 – NERC will submit comments in response to FERC’s NOPR on Cyber 
Security Incident Reporting Reliability Standards. Docket Nos. RM18-2-000 and AD17-9-
000 
 

http://www.nerc.com/FilingsOrders/us/Pages/FERCOrdersRules.aspx
http://www.nerc.com/FilingsOrders/us/Pages/NERCFilingstoFERC.aspx
http://www.nerc.com/FilingsOrders/ca/Pages/default.aspx
http://www.nerc.com/AboutNERC/keyplayers/Pages/Canada.aspx
http://www.nerc.com/FilingsOrders/ca/Pages/Canadian-MOUs.aspx


. 
 

4. February 28, 2018 – NERC will submit a quarterly filing in Nova Scotia of FERC-approved 
Reliability Standards. 

 
5. March 8, 2018 – NERC will submit a petition for approval of proposed Reliability 

Standard PRC-025-2 (Generator Relay Loadability). 
Pending Board approval 
 

6. March 8, 2018 – NERC will submit proposed revisions to the SERC Regional Reliability 
Standards Process Manual. 
Pending Board approval 
 

7. March 8, 2018 – NERC will submit a petition for approval of proposed Regional 
Reliability Standard BAL-004-WECC-03 (Automatic Time Error Correction). 
Pending Board approval 
 

8. March 8, 2018 – NERC will submit a petition for approval of proposed Regional 
Reliability Standard FAC-501-WECC-1 (Transmission Maintenance, Five Year Review). 
Pending Board approval 

 
9. March 8, 2018 – NERC will submit a petition for approval of retirement of Regional 

Reliability Standard PRC-004-WECC-3 (Protection System & Remedial Action Schemes 
Misoperation). 
Pending Board approval 

 
10. March 8, 2018 – NERC will submit a petition for approval of retirement of Regional 

Reliability Standard VAR-002-WECC-2 (Automatic Voltage Regulators). 
Pending Board approval 

 
11. March 30, 2018 – NERC must submit the annual Standards Report, Status and Timetable 

for Addressing Regulatory Directives informational filing. Docket No. RR09-6-003 
 
12. March 31, 2018 – NERC must submit a one-year informational filing discussing the 

implementation of the Risk-Based Registration program. Docket No. RR15-4-000   
 
Mexican Energy Reforms 
In the first quarter of 2017, Mexico signed two agreements signifying intent to cooperate with 
the United States on reliability and participate in the international ERO: a set of bilateral 
reliability principles between Mexican and U.S. energy officials; and a memorandum of 
understanding (MOU) between NERC, the Mexican Energy Regulatory Commission (CRE), and 
the Mexican electricity system and market operator (CENACE). In addition, WECC and Mexican 
counterparts are developing an agreement to supersede and replace the Membership and 
Operating Agreement under which WECC performs certain functions in Baja California Norte. 
 
A steering group comprised of the chairman of CRE, the director general of CENACE, and the 
president and CEO of NERC is directing efforts to facilitate Mexico’s participation in the ERO, 
including prioritization of NERC standards to be considered for adoption in Mexico. NERC and 



. 
 
WECC will continue working with CRE and CENACE toward Mexican participation in the ERO on 
par with other North American jurisdictions. 
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Antitrust Compliance Guidelines







I. General

It is NERC’s policy and practice to obey the antitrust laws and to avoid all conduct that unreasonably restrains competition. This policy requires the avoidance of any conduct that violates, or that might appear to violate, the antitrust laws. Among other things, the antitrust laws forbid any agreement between or among competitors regarding prices, availability of service, product design, terms of sale, division of markets, allocation of customers or any other activity that unreasonably restrains competition.



It is the responsibility of every NERC participant and employee who may in any way affect NERC’s compliance with the antitrust laws to carry out this commitment.



Antitrust laws are complex and subject to court interpretation that can vary over time and from one court to another. The purpose of these guidelines is to alert NERC participants and employees to potential antitrust problems and to set forth policies to be followed with respect to activities that may involve antitrust considerations. In some instances, the NERC policy contained in these guidelines is stricter than the applicable antitrust laws. Any NERC participant or employee who is uncertain about the legal ramifications of a particular course of conduct or who has doubts or concerns about whether NERC’s antitrust compliance policy is implicated in any situation should consult NERC’s General Counsel immediately.



II. Prohibited Activities

Participants in NERC activities (including those of its committees and subgroups) should refrain from the following when acting in their capacity as participants in NERC activities (e.g., at NERC meetings, conference calls and in informal discussions):

· Discussions involving pricing information, especially margin (profit) and internal cost information and participants’ expectations as to their future prices or internal costs.

· Discussions of a participant’s marketing strategies.

· Discussions regarding how customers and geographical areas are to be divided among competitors.

· Discussions concerning the exclusion of competitors from markets.

· Discussions concerning boycotting or group refusals to deal with competitors, vendors or suppliers.

· Any other matters that do not clearly fall within these guidelines should be reviewed with NERC’s General Counsel before being discussed.



III. Activities That Are Permitted

From time to time decisions or actions of NERC (including those of its committees and subgroups) may have a negative impact on particular entities and thus in that sense adversely impact competition. Decisions and actions by NERC (including its committees and subgroups) should only be undertaken for the purpose of promoting and maintaining the reliability and adequacy of the bulk power system. If you do not have a legitimate purpose consistent with this objective for discussing a matter, please refrain from discussing the matter during NERC meetings and in other NERC-related communications.



You should also ensure that NERC procedures, including those set forth in NERC’s Certificate of Incorporation, Bylaws, and Rules of Procedure are followed in conducting NERC business. 



In addition, all discussions in NERC meetings and other NERC-related communications should be within the scope of the mandate for or assignment to the particular NERC committee or subgroup, as well as within the scope of the published agenda for the meeting.



No decisions should be made nor any actions taken in NERC activities for the purpose of giving an industry participant or group of participants a competitive advantage over other participants. In particular, decisions with respect to setting, revising, or assessing compliance with NERC reliability standards should not be influenced by anti-competitive motivations.



Subject to the foregoing restrictions, participants in NERC activities may discuss:

· Reliability matters relating to the bulk power system, including operation and planning matters such as establishing or revising reliability standards, special operating procedures, operating transfer capabilities, and plans for new facilities.

· Matters relating to the impact of reliability standards for the bulk power system on electricity markets, and the impact of electricity market operations on the reliability of the bulk power system.

· Proposed filings or other communications with state or federal regulatory authorities or other governmental entities.



Matters relating to the internal governance, management and operation of NERC, such as nominations for vacant committee positions, budgeting and assessments, and employment matters; and procedural matters such as planning and scheduling meetings.
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